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Before we begin...

« All participants are in audio broadcast mode—you must enable
your computer speakers to listen to today’s presentation.

 If you experience any difficulty with the audio, please notify the
Webex Producer.

« If you have a question during the presentation, please send it
in the Q&A box in the bottom right corner. At the end of the
presentations, there will be a question and answer period.

* Please e-mail privacy.security@rti.org if you have any
questions following this presentation.

 All HISPC materials can be found on the Web:
http://healthit.hhs.gov/HISPC
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IOA Introduction
And
National Relevance

Roy H. Wyman, Jr.

Attorney, Williams Mullen Law Offices
North Carolina



Why Do We Do This?

* Time
» Complexity

.+ Liability



1I0A Collaborative

* Products
— Private-to-Private Data Sharing Agreement
« User Guide
— Public-to-Public Data Sharing Agreement
« User Guide

— Master Document of Grouped Contract
Provisions

— Final Report
— DURSA Crosswalk



National Relevance

 National Relevance—Public to Public
— Immunization connecting:
* lowa
South Dakota
New Jersey
New York
Philadelphia
« Guam
— Agreement endorsed by AIRA
— CDC, Region |V pilot

— North Carolina/South Carolina exchange of
epidemiological information



National Relevance

 National Relevance—Private to Private
— Universal agreement for all providers

— Assumes point-to-point, but can be used for
networks

— Can be used cross-state or intrastate

— Reviewed and approved by North Carolina
NHIN participant
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NHIN
“Network of Networks”

@URSA Enables Exchange among NHIEs via the NHIN

Community #1 ﬁ n

2l

Integrated

Delivery System 0



“Network of Networks”

HIEs within the NHIN Have Separate Agreements

Community #1



NHIN
“Network of Networks”

A Community May Create a Community HIE “Utility”

Community #1
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The 10A Collaborative Now:

Phase Ill Extension

* Phase lll Extension:
— Private-to-public data sharing agreement
— Pilots in North Carolina and Guam
— Immunization registry analysis
— New Jersey-Philadelphia exchange

— lowa-Alaska private-to-private pilot



|IOA Legal Process
and
External Agency Review

William O’Byrne, J.D.

State Coordinator, Office for e-HIT Development
New Jersey
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I0OA Collaborative Legal Work

* Documents Library

— Began with 48 agreements and documents

« (Classification Scheme

— Guide to read the library documents and categorize the
provisions

— Classification categories include document source,
document type, and document subject matter

« 350+ Page Master Document of Contract
Provisions

— Compilation of document library into one document using
the classification scheme categories



I0OA Collaborative Legal Work

2 Model Data Sharing Agreements

— Public Health Data Sharing Agreement: to share public health
data electronically between two or more public health entities

— Private to Private Data Sharing Agreement: to share data
electronically between two or more private entities

Core Privacy and Security Provisions

— A resource of language for other agreements or to insert into
existing agreements

Two User Guides

— One for each agreement outlining how the DSAs were
developed, also includes other resources

DURSA Crosswalk

— Comparison document of the NHIN/DURSA workgroup
document provisions to the IOA model DSASs’ provisions



I0OA Collaborative Legal Work

Documents Library

e Sources
— Individuals
— CMS/other agencies
— States
— Private entities
— Markle Foundation

» Divided up between the seven collaborative
member states/territories for review



I0OA Collaborative Legal Work

Classification Scheme

 Classification Headings

— Document source — Term and termination
— Document type — Fees or consideration
— Document subject matter — Confidentiality of proprietary info
— Definitions — Disclaimers

— Recitals — Insurance

— Statement of relationship — Indemnification

— Data recipient requirements — Boilerplate, such as
— Data provider requirements * Applicable law
— Software/hardware * Notice

— Privacy « Waiver

— Security



I0OA Collaborative Legal Work

Classification Scheme

Document Identifier Page or Section

Document Type . Subject Category Provision Category

« The following is an example of this classification scheme
in application:

MF.01/hh.06/(s2)-DE.O1

- Translation: Markle Foundation, A Model Contract for
Health Information Exchange, an eHIE-to-eHIE document
covering general data sharing, Section Two—Definition of
Authorized User. 19



I0OA Collaborative Legal Work

350+ Page Master Document of Grouped
Contract Provisions

* Reviewed by state legal work groups

 ldentify provisions that conflicted with state laws and
regulations

- Rank preferred provision language
« Compilation of state results and language
preferences into tables built on classification

categories

« Parking lot issues—work for 2009
20



I0OA Collaborative Legal Work

Continued Review

« Comparison of chosen provisions with Markle
Foundation provision categories

 Final selection of provisions, focused on simple
language

« Drafting new provisions when necessary

+ Refining the agreements

21



I0OA Collaborative Legal Work

IOA Model Agreements
* Public Health Data Sharing Agreement

— Electronic sharing
— Several public health entities

« Two or more immunization registries

* Private Entity Data Sharing Agreement
— Electronic sharing
— Several private entities

« Two or more hospitals

22



I0OA Collaborative Legal Work

« |OA DSAs: Core language only

» User must add details in attachments
— Additional uses of data
— Licenses to access data
— Technology standards for security
— Timelines expectations for data delivery
— Mitigation of breaches

— Policies and procedures for privacy and security

« |OA future work: Draft attachment language

23



I0OA Collaborative Legal Work

Privacy and Security Core Provisions

Definitions

Purpose and scope

Participant requirements

Use and access to protected health information
Agreement to comply with laws and regulations
Insurance

Subrogation

Governing law/choice of law

24



I0OA Collaborative Legal Work

Policy Decisions and Guiding Principles

Drafted for use across all jurisdictions
HIPAA compliance was a guiding principle

Each party will operate under and comply with its own
applicable state law

Each party’s applicable state law will govern

In the event that a dispute cannot be resolved, the parties will
look to federal law and the growing body of federal common
law

Participation voluntary and can be terminated at will

More in User Guides
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I0OA Collaborative Legal Work

User Guides

« The guides are for parties entering into electronic

health information exchanges

Guide contents

Background

Mission

Steps taken

Policy decisions and guiding principles
Completing the agreement

Additional considerations

Additional resources

26



I0OA Collaborative Legal Work

Crosswalk to DURSA

« Comparison of the IOA DSASs’ provisions to the
NHIN/DURSA document, specifically to
— Permitted future uses
— Governing body
— Security
— Governing law
— Subrogation
— Accuracy of data
— Liability
— Dispute resolution

27



I0OA Collaborative Legal Work

Parking Lot Issues for 2009

Public to private data sharing agreement—IOA
extension period task

 Alternative dispute resolution
* Minimum standards for privacy/security
« Sensitive information

* Promoting the further sharing of information—IOA
extension period task, NJ—Philadelphia
Immunization data exchange

« Audit and audit trails
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External Review and Feedback

« CDC Region IV

— Considering use of the IOA Public Health DSA or its core
provisions

* American Immunization Registry Association
(AIRA)

— Endorsed the IOA Public Health DSA for use in all states
for the electronic sharing of immunization data

* New Jersey—Pennsylvania

— New Jersey and Philadelphia now, and Pennsylvania in
the future, are using the IOA Public Health DSA to share
immunization data electronically

29



External Review and Feedback

* New Jersey—New York City—New York State

— Had a demonstration project to share immunization data at the
end of 2007; will use the AIRA document to expand into a
regular electronic sharing of immunization data

« Kansas

— Reviewed the IOA Public Health DSA; will use some of the
provisions in their documents possibly as early as this year

« Public Health Data Standards Consortium (PHDSC)
— Endorsed the Public Health DSA for national use
« The Future

— Creation of a metropolitan immunization data sharing for NJ,
NY, PA, DE, FL, and PR.

— Use the IOA Public Health DSA for other public health registries
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IOA Pilots and Evaluation

Kevin DeWald

Senior Director, Department of Health,
South Dakota

and

Carolyn Heyman-Layne
Attorney, Dorsey & Whitney
Alaska
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Public Health Pilot
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Guam, lowa, New Jersey, and South Dakota
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Demonstrates

+ Parties will sign a cross-state/territory data
sharing agreement developed by a national
privacy and security project workgroup and

* Feasibility of cross-state/territory data

exchange, in light of the distinctiveness of
the registry systems.
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Technical Details

2-Way Exchange

lowa, South Dakota:

- Ages: 0-25

* lowa Counties : Lyon,
Plymouth, Sioux,
Woodbury

« South Dakota: Lincoln,
Minnehaha, Union

* 151,000 patient records

« 2.03 million vaccine
records

4-Way Exchange

Guam, lowa, New Jersey,
South Dakota:

Age 18 (Born in 1990)
50,000 patient records

662,000 vaccine records
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Private Entity Pilot

* North Carolina
— Duke University
— Western North Carolina Health Network
— Blue Cross/Blue Shield of North Carolina
— North Carolina Medical Society
— North Carolina DHHS
— First Health Hospital
— And others

 Alaska
— Alaska eHealth Network
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Private Entity Pilot

 Private entities and legal counsel outside the IOA

* Negotiations among numerous participants on |[OA
model agreement

* Minor revisions suggested
 Alternative language discussed and selected

« Parties asked to approve final version to be
executed at a later time
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Results: Private Pilot

17 total organizations participated
Included legal, non-legal, IT, and administrative

Original agreement revised slightly to address
newly raised issues

Increased awareness of |OA work
Increased likelihood of future use
Limits length of future negotiation and drafting

New topics identified for future agreements

39



Results: Private Pilot

“We wish that we had this document three
years ago so that we could have saved a
great deal of time and effort.”

— Private pilot participant from a
large provider network
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Phase Ill Extension

- lowa and Alaska physician-to-physician
exchange

» Continuity of care record exchange

» Real-life testing of private-to-private
document and implementation process
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How to Use the IOA Documents Work
Product for Your Organization

Mark S. Gordon

Senior Fellow/Director of Healthcare Information
Networks & Technologies (HINT)
Thomas Edison State College, New Jersey
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How To: Public and Private eHIE

Gather participants/additional interested entities

Include/inform senior management, legal and
technical representatives throughout project

Determine scope and objectives of public or
private eHIE

Obtain support of senior management/
Commissioner/Board

Set scheduled meetings/encourage transparency

Establish management team/liaisons and assign
responsibilities—Dbuild trust
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How To: Public and Private eHIE

Review |OA Report/DSA User Guides and
consider policy decisions and guiding principles

Use IOA Documents as appropriate (i.e., DSA
endorsed by AIRA and PHDSC) to save time and
money

Review additional considerations—Ilegal,
administrative, financial, and technical; resolve
barriers

Obtain approvals for project implementation from
senior management and sign agreements
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How To: Public and Private eHIE

* Pilot test, train staff, and initiate exchange

* Audit, feedback/improve, enhance/expand
eHIE

* Publicize eHIE’s public/population health
improvements for data access/accuracy,
quality of care, and patient safety
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How To: Private eHIE

Use IOA documents as appropriate to save time
and money; revise DSA if necessary

Determine common goals, objectives, and
outcomes

Resolve issues such as governance, ownership,
and liability; due diligence; review policy and
procedures

Individual/organization change; re-engineer

Educate and train staff, pilot test, and initiate
exchange

Publicize data privacy/security safeguards for eHIE

improved quality of care and patient safety
46



Closing and Future Vision

Jo Ellen Whitney

Attorney, Davis Brown Law Firm
lowa
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HISPC and the IOA Collaborative

Public Health

Promoting interoperable electronic health information
exchange through Model Data Sharing Agreements

Private Entities

HEALTH INFIRMATION EXCHANGE AEREEMENT
batwean

Fublic Health and Soc il Services [DPHSE,
wa Depmrtmentof Public Hesfth [DFH),
New lersey Demmrtmant of Haalth and Smio r Servees (NIDHSS ard
South Dakota Dapm troenteof Hea lth [SO0H)

Fibt Tstof b w le oy ot Exc bonge Project

Intren uction

Bnckg round

behwican Gk, kian, Wow Jorsy ardSouth Dakaba, udng aach statesd conpatazed

vegfztry.
tates the LS. ta

1o Tl o
1o Faritaing. i sat
drtabuze ot

tupided through

ara oo, T chocafig the: ke
Fedlicatiors 1o thak pegrectivearstans. Such Iz e cass 1or G, kwd, kiew Iasey ard
Saarth Gatota b
The Mt Test o £ Eabata Profct
Tz dedigred to denarstrate:
LR ama sarg aratianal ATy

e SEONTHY EroR WOHEFORT atd

b, the feaduity o it et taragiory
aystan

Earara - amrmranrin

al b e
Leorapriand o 7 marasandra elrorbia: 8, G uars, 13, R, Bt B, S0 e tha 084 o h hrlar | Cacr draren bor bsa P
Intarrvartan Tuchnalaa: during W1 o sl A ik blarch 7t

Hebih Ifoaeion,
Brivaieto Privabe Flot

This Health bformtion Bchangp Agmemert [ greement”) & made effectivefids ___
L2 fbe"Bfective Tute” ‘,u.b;mdlmwve

of
il Ty of ertiy] o A e e of
ﬂsz[wTuﬂm?Juf mdhmgnsmdpmmm

};[I%})e sw]%dmmmmmmmﬂ?mmy]of
R R
WITHESSETH:

Paticpats hare tihlished elecmricpatint dtn et
gbmsto o utborind s e il el o dedrnially vt pist

‘Utendu.

WHEREAS, Parricpadshare atered ibo agmements witkbwath ore atiismidr
i sucheantityhue agyeed pmu'ﬂ.e Paridpares Rih acess o Tievpaiat dfbrmation
gawredbypattic paing aties; ad

WHEREAS. Pmcpmdsmmo\:tmnﬂommm]muimeamm ¢ SrEteme

(udeﬁmdbebw]m alkwr Aodborized (Eerto acespatia formation forfhe oxtinie
[trestmant of patiats adbanefichres pament of chime and beatfuas opamtioe;

WHEREAS, euch Pt vt desires o finber the privacy and seamiy of Prtectad
Befrmation fas defived below ) 5 Syetems;

cormmis m{ugem stk miumgrg:lud uﬂﬁlmle mmim.mme et
mtegals\mmcfmm e legy
hurdyy, fhe Particpads herdo agee ns%]l:ms
1. Defimiians.
a. “dpwanaf e the mearing s forth hthe Preamble.

b, el Uiy ullmema Patirpets engloyes. et
it v e A b 1= R
ochPuricpmits e, recrdbcbse iz fom wokes Pari put's

* Thi P clarse shoubl b io3au Wi @l of e pau s Apemms s snewark Ao @,
such @ o RHI, o1 mb maug 1y mlugc pauapas

48



Closing: Key Achievements

Documents Library

Classification Scheme

Public Health Data Sharing Agreement
Private Entity Data Sharing Agreement
Core Privacy and Security Provisions
DURSA Crosswalk

Public Health Pilot

Private Entity Pilot

User Guides for Implementation

Final Report

49



Closing: Key Achievements

American Immunization Registry

Association (AIRA)
December 2008

“...formally endorsed by AIRA for use by all
states and public health agencies for the
interoperable exchange of public health

Immunization data.”
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Closing: Key Achievements

Public Health Data Standards

Consortium (PHDSC)
February 2009

“...the availability of this model agreement will
greatly simplify the establishment of much-
needed health information exchanges between

public agencies across state lines..."
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What’s Next?

|IOA Model Agreements become standard
legal agreements for point-to-point
electronic health information exchange
between public health agencies and
between private entities
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What’s Next?
Future Vision

Develop standardized agreements for
community HIEs to support the NHIN?

[:]\\

PUBLIC

HEALTH
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A Special Thank You to our Sponsors...

RTI International

ERI I turning knowledge into practice
L. -

INTERNATIOMAL

Office of the National Coordinator (ONC) for
Health Information Technology

C Department of Health & Human Services
Office of the National Coordinator for

‘w Health Information Technology
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1I0A Contact Information

1% IFMG

Susan Brown—Health Information Manager, lowa Foundation
for Medical Care (515) 440-8215, sbrown@ifmc.org

...............................

"\ STATE OF NEW JERSEY
S IDEPARTMENT OF BANKING & INSURANCE

...............................

William O’Byrne, J.D. —Coordinator, NJ e-HIT—New Jersey
Department of Banking & Finance (609) 292-5360,
william.obyrne@dobi.state.nj.us

ERI I fturning knowledge into practice
LS &

INTERNATIONAL

Ariana Napier—Project Liaison, RTI International
(917) 687-3302, anapier@rti.org
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Collaborative Participants

Alaska

Carolyn Heyman-Layne
Attorney

Dorsey & Whitney LLP
Rebecca Madison
Director

Alaska e-Health Network

Guam

Doris Crisostomo

Project Manager

Special Assistant, Health Policy & Initiatives
Office of the Governor of Guam

Shannon Taitano Lujan

Legal Counsel

Office of the Governor of Guam

lowa

Susan Brown

Manager, Health Information Programs
lowa Foundation for Medical Care

Jo Ellen Whitney

Attorney

Davis Brown Law Firm

New Jersey
Mark Gordon
Senior Fellow/Director of Healthcare

Information Networks & Technologies
(HINT)

Thomas Edison State College

Arnie Miller

Technical Consultant

Elite Business Services

Susan A. Miller

COO, CPO

HealthTransactions.com

William O'Byrne

Coordinator, Health Information Technology
Development

New Jersey Department of Banking &
Insurance

Michele Romeo

Chief Information Officer

NJ Dept. of Human Services

Angela Sorrells

CDC/PHA Program Manager

NJ Dept. of Health and Senior Services
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Collaborative Participants

North Carolina
Holt Anderson
Executive Director

North Carolina Healthcare Information &
Communications Alliance, Inc.

(NCHICA)

Derek W.H. Kung, Esq.
Attorney

Williams Mullen

Roy H. Wyman, Jr.
Attorney

Williams Mullen
Andrew Weniger, CPA
Project Manager

North Carolina Healthcare Information &
Communications Alliance, Inc.

(NCHICA)

RTI

Ariana Napier

Collaborative Project Manager
RTI International

South Dakota

Kevin DeWald

SD HISPC Project Manager
Department of Health
Dorine Bennett

Director, Health Information Mgmt
Programs

Dakota State University

Dan Friedrich

Director, Technology Support Services
Dakota State University

Richard D. Puetz, J.D., C.P.A.

Professor of Accounting and Business Law
College of Business & Information Systems
Dakota State University

Technical Advisor

Walter Suarez

President & CEO

Institute for HIPAA/HIT Education &
Research
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Questions?
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Thank You for Attending

* Please visit hitp://healthit.hhs.gov/HISPC

for full access to all of the products
discussed today as well as information

about the other HISPC collaborative

products.
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